Intrabody communication (IBC) is a wireless communication technology using the human body to develop body area networks (BANs) for remote and ubiquitous monitoring. IBC uses living tissues as a transmission medium, achieving power-saving and miniaturized transceivers, making communications more robust against external interference and attacks on the privacy of transmitted data. Due to these advantages, IBC has been included as a third physical layer in the IEEE 802.15.6 standard for wireless body area networks (WBANs) designated as Human Body Communication (HBC). Further research is needed to compare both methods depending on the characteristics of IBC application. Challenges remain for an optimal deployment of IBC technology, such as the effect of long-term use in the human body, communication optimization through more realistic models, the influence of both anthropometric characteristics and the subject's movement on the transmission performance, standardization of communications, and development of small-size and energy-efficient prototypes with increased data rate. The purpose of this work is to provide an indepth overview of recent advances and future challenges in human body/intrabody communication for wireless communications and mobile computing.
Introduction
Intrabody communication (IBC) techniques make use of the human body as a transmission medium for electrical signals to interconnect devices in wireless body area networks (WBANs). These devices can be both on-body and implanted (in-body) and communicate with each other and with a central device through low power consumption and low data rate body channels [1] . These links connect two on-body devices, two in-body devices, and an on-body with an in-body device [2] , as described in Figure 1 . These devices are both sensors that record and process physiological variables of interest and actuators that receive information and generate some type of response, for example, electronic drug delivering pumps. The central device, which coordinates and manages the operation of the network, sends data through an external long-distance link to a medical decision center for evaluation. This link is usually implemented with Wireless Local Area Network (WLAN) standards, which support larger amounts of data [3] . This way, this central device acting as an external gateway supports the higher transmission power in the network, thus minimizing the power consumption of the rest of the sensors and actuators [4] .
The IEEE 802. Zimmerman in 1996 [5] , this standard defines a central frequency of 21 MHz with data rates in the range from 164 to 1312.5 kb/s [6] . In the IBC architecture originally proposed by Zimmerman, a transmitter placed on the skin modulates an electric field, which is driven by small currents through the human body towards the receiver, which demodulates the signal by obtaining the encoded information [7] . The environment provides a signal return path towards the transmitter by electrostatic close-field coupling. In general terms, the IBC communication defined by Zimmerman is based on a transmitter that generates an electric potential, thus disturbing its immediate external environment and a receiver that detects such disturbance. The carrier frequencies used are sufficiently low to be associated with near-field components in the range of distances covered through the human body, thus minimizing energy consumption and interferences with nearby devices. Also, voltage levels are well below the maximum thresholds allowed to guarantee safety. In the near-field coupling, the power decreases with the cube of the distance; however, in the BAN scenario, this represents a double advantage. On the one hand, the distances to be covered in the human body are small enough to guarantee signal reception, and, on the other hand, the signal is not radiated out to the environment, therefore improving the energy efficiency and the robustness of the system.
Generally, IBC communication is established through the human body; nevertheless the signal paths may vary depending on the configuration of the electrodes and the different signal coupling modes. In the literature, in addition to the electrostatic or capacitive coupling technique, the galvanic coupling technique has also been proposed. The first establishes two signal paths, a first path through the human body and a second return path through the air by electrostatic coupling. This feature allows the interconnection of devices that are both deployed on the same body surface or close to it, without the need for direct contact with the skin.
Alternatively, the galvanic coupling technique establishes a single signal differential path through a current flow that penetrates into internal tissues. Due to this characteristic, galvanic coupling has frequently been proposed as a viable alternative for the communication between implanted sensors.
The purpose of this paper is to provide a complete overview of recent advances and future challenges in human body/intrabody communication for wireless communications and mobile computing. The content of the survey is organized in the following sections and subsections:
(i) Section 2: IBC physics and modeling (1) Section 2.1: capacitive and galvanic coupling; (2) Section 2.2: bioelectric basis of signal transmission through human tissues; (3) Section 2.3: safety requirements and regulations in IBC; (4) Section 2.4: modeling of IBC channels.
(ii) Section 3: measurement issues (v) Section 6: future challenges of IBC.
IBC Physics and Modeling
In this section an overview of underlying physics, bioelectric mechanisms, and channel models for IBC is presented. First, the main two coupling techniques proposed in the literature, galvanic and capacitive coupling, are reviewed, compared, and discussed. Then, the bioelectric principles of signal transmission through human tissues, which allow the IBC phenomenon to be explained, are described in this section. Finally, the major safety requirements in IBC, as well as the main channel modeling approaches, are shown. 
Capacitive and Galvanic Coupling.
In this subsection, a detailed explanation of the characteristics of the two previously mentioned techniques, capacitive and galvanic coupling, is provided.
Capacitive Coupling.
In the capacitive coupling technique, an electrical potential is generated between the signal and ground electrodes of the transmitter device (TX). This potential is sensed by a receiver device (RX) which also has a pair of signal and ground electrodes. While the signal electrode can be placed directly on the surface of the human body or very close to it, a floating ground electrode is directed towards the external environment. Figure 2 shows a schematic of the distribution of electric fields in the capacitive coupling technique. The electric field induced by the TX signal electrode is coupled to the human body and passes through it establishing a first direct signal path. Part of this field is lost through the feet towards the external ground. In turn, due to the fact that the grounds of the TX and the RX are not physically connected, a second return path through the air appears. In this way, the electric field received at the RX is very weak but sufficient enough to be detected [17] . Finally, the transmission loop is closed through the return path through the air between the TX and RX grounds. Although the human body behaves like a conductor, the couplings between the electrodes, air, and external ground can be modeled as capacitances, hence the name of this technique [18] . The values of these capacitances are very small, often making the signals obtained at the receiving end very weak due to the poor return paths being established through the external ground [19] . The main advantage of this technique compared with other radio frequency techniques is that much of the signal is confined to the body surface as the human body behaves like an electric conductor, thus minimizing the transmission power required. In summary, the prevalent signal channel is the capacitive return path established through the air, which makes it External ground (GND)
Tran smit ter Rec eive r Figure 3 : Schematic of the galvanic coupling technique. This technique is based on a differential configuration scheme in which an electric current is applied into the skin, thus leading to two different current pathways: a primary current flow through the TX electrodes and a secondary flow through the inner tissues towards the RX electrodes. strongly dependent on the external environment conditions [20] . In addition, as the frequency increases, the signal radiation into the air is no longer negligible. Some of these disadvantages are minimized with the use of the galvanic coupling mode, which is presented in the following section.
Galvanic Coupling.
In the galvanic coupling technique, four electrodes are attached to the human body, two at the TX site for the injection of an electric current and two at the RX end. Figure 3 shows a schematic of the distribution of electric currents in the coupling technique. Since electric current is injected into the human body, galvanic IBC devices must comply strictly with electromagnetic compatibility regulations, avoiding interference with other biomedical devices. In addition, in order to avoid any adverse health problem, transmitted signals must be well below the limits specified by international guidelines institutions [21] [22] [23] . Transmission frequencies are selected from 10 kHz to not interfere with other endogenous physiological signals. In addition, the typical values of signal amplitude are in the range of 1 to 2 mA [24] . The experimental results demonstrate that the galvanic coupling technique is an appropriate method for the transmission of signals between devices placed on the chest, or at short distances on the limbs, in the range between 10 kHz and 1 MHz [25] . In addition, since the injected currents are very weak, this mode requires a lower transmitted signal level than those other forms of communication based on radio frequency standards.
Comparison and Discussion.
Each of these techniques presents its own advantages and disadvantages, being more or less viable depending on the application, particular design requirements, frequency range, and distances to be covered in the human body. Capacitive coupling has been extensively used in the literature, thus leading to transceivers with data rates of up to 10 Mbps [26] . However, since this method requires an external ground reference, the viability of the communication sometimes depends on the influence of environmental conditions, isolation strategies used, and so forth, being very sensitive to interferences and subject movements [27, 28] . On the other hand, galvanic coupling has proved to be more robust against interference, since the signal is differentially applied through two electrodes without a common reference [29] . Since the signal is mainly confined through the body channel, the transmission will depend to a greater extent on the frequency-dependent dielectric properties of tissues [30] . In contrast, galvanic coupling presents the limitation of a reduced bandwidth and a lower data rate. Table 1 presents a brief comparison of the main characteristics of both techniques.
Bioelectric Basis of Signal Transmission through Human
Tissues. The problem of the characterization of the human body as a communication channel has been addressed in the literature from a theoretical perspective, with the proposal of different models to analyze the main mechanisms of IBC transmission, and, from an experimental viewpoint, with the use of electronic setups specifically designed for the measurement of human body attenuation. As highlighted in previous sections, IBC communication techniques are based on the transmission of electric signals through the human body as a transmission medium, which presents bioelectric properties that must necessarily be taken into account as the fundamental basis of the theoretical models and experimental setups developed. The study of the interaction of electric fields with the human body in IBC transmission implies the need for a consistent electrical characterization of the dielectric properties of biological tissues, that is, conductivity and permittivity, which, respectively, determine the ohmic currents and the magnitude of the polarization effects, and they are in turn frequency dependent. In living tissues, this dependency is intimately ligated to the interaction between the electromagnetic fields and the ions and molecules contained at both the intra-and extracellular mediums. The main dielectric properties of biological tissues were first reported by Foster and Schwan in 1989 [123] , where it was shown that the dispersions observed in living tissues are fundamentally four (three main dispersions: , , and at low, medium, and high frequencies; and a minor dispersion, , at very high frequencies). Each of these dispersive regions is the manifestation of a mechanism of polarization governed by a time constant ( ), which in first approximation offers the following expression for the complex electrical permittivity ( * ) of a medium as a function of angular frequency ( = 2 ):
This is the well-known Debye equation, where ( ) and ( ) are the real and imaginary part of the complex permittivity, ∞ is the permittivity at frequencies where ≫ 1, is the permittivity at frequencies where ≪ 1, and is the imaginary unit ( 2 = −1). However, the complexity of the structure and composition of biological materials is such that Debye's expression fails to emulate their dielectric properties in a wide range of frequencies, and, therefore, distribution parameters (0 < < 1) in each of the dispersive regions need to be introduced, giving rise to the famous Cole-Cole equation [124] :
where is the static conductivity of tissue and 0 is the permittivity of free space. In addition, the value of the complex conductivity can be found according to * ( ) = 0 * .
One of the most relevant works in this field was presented by Gabriel et al. in 1996 [8, 31] , where the conductivity and permittivity of some of the most important living tissues were reported from 10 Hz to 20 GHz. In addition, Gabriel et al. also provided the corresponding Cole-Cole model parameters for these tissues. Table 2 shows the parameters reported for some of the human tissues more commonly used in the IBC literature (dry skin, fat, muscle, and bone). Figures 4 and 5 show the permittivity and conductivity values for these tissues as a function of frequency.
It must be noticed that dispersion is mainly due to the polarization of cell membranes, whose behavior can be modeled as a capacitance, which appears due to the existence of regions of high conductivity (extracellular and intracellular mediums) separated by regions of low conductivity (cell membranes). This way, at low frequencies, only a very small current will flow through the extracellular fluid surrounding the cells due to the high impedance of the cell membrane (see Figure 6 (a)). As the frequency increases, the "membrane plates" are charged and discharged very rapidly, reducing Conductivity (S/m) Figure 5 : Electric conductivity for dry skin, fat, muscle, and cortical and cancellous bone reported by Gabriel et al. in [8] .
the membrane impedance and allowing a small amount of current to penetrate into the cell. This way, the current flows directly through the intra-and extracellular medium from tens of MHz (see Figure 6 (b)). This effect leads to the increment of conductivity and the decrement of permittivity seen in Figures 4 and 5 at higher frequencies. IBC, which is in part based on the coupling of currents into the human body, can be explained according to this phenomenon of electrical conduction through biological tissues. The selection of the appropriate carrier frequency in IBC arises from a trade-off between several factors: application in use, type of signal coupling, safety regulations to avoid interference with common biological signals, specifications of very low consumption and high tissue conductivity, external noise, and so forth.
Safety Requirements and Regulations in IBC.
The essence of the IBC process is the electromagnetic signal transmission in, on, or around the human body, thanks in part to the near field. Excessive electromagnetic absorption may cause unexpected harmful influence to the human organs functionality [125] . The most referenced regulations are the ICNIRP (International Commission on Nonionizing Radiation Protection) guidelines, which divide the basic limits into occupational exposure and general public exposure according to different group characteristics [22, 23] . The occupational exposure is set for occupational groups working in a controllable radiation environment, who are professionally trained to take appropriate measures to protect themselves. The general public exposure refers to the general population of different genders, ages, and health statuses who do not undergo professional training to avoid radiation, such as the elderly, women, and children. The ICNIRP defines three different physical quantities as the basic limits at different frequencies. When the frequency ranges from 1 Hz to 10 MHz, the main limiting physical quantity is the current density ( ) or electric field ( ), and, from 100 kHz to 10 GHz, the main limiting physical quantity is the Specific Absorption Rate (SAR). The last quantity is the power density ( ) used for measured frequencies that are extremely high: 10 GHz to 300 GHz [22] . Note that the existing IBC research is mainly focused on the frequency range within the range from 10 kHz to 100 MHz. Table 3 lists the basic ICNIRP limits for current density, electric field, and SAR at different frequencies under conditions of occupational and general public exposure [22, 23] . It must be noticed that the ICNIRP guidelines also emphasize that the prescribed limits are not the boundaries to distinguish safety from harm, but rather they provide upper limits of acceptable levels of protection [126] . This way, the current density should not exceed /500 or electric field should be lower than 1.35 × 10 −4 , and the SAR should be lower than 4 W/kg in the frequency range of IBC systems, which are taken as the evaluation criteria to analyze the safety effects of galvanic-coupled weak IBC signals with different amplitudes and frequencies acting on the human arm [22, 23] . In addition, thermal effects may also appear caused by IBC transceiver's continuous operating mode. According to the JSMEBE (Japan Society of Medical Electronics and Biological Engineering) the temperature below 42.5 ∘ C is safe for the tissues surrounding the electrical circuit [127] . As will be discussed in the next section, existing literature in IBC is mainly focused on the human body channel modeling with analytical and numerical methods, the distributed equivalent circuit modeling, the transceiver design, and the phantom or in vivo experiment. Therefore, the study of electromagnetic safety in IBC is still an outstanding issue. Despite this, the study of the current density distribution and potential amplitude is also involved in the study of human channel modeling. A five-layer concentric cylinder equivalent to the human arm was designed by Callejón et al. in [9] , obtaining the current density distribution of each tissue layer for different frequencies and electrode distances. Lučev et al. [128] simplified the human arm to a four-layer concentric cylinder with a radius of 5 cm and a height of 45 cm, and they studied the proportion of current density distribution in different tissues. The results showed that the current density in the muscle layer is the largest. Based on the special working conditions of galvanic-coupled IBC, authors of [129] simplified the human arm model to a fourlayer concentric cylinder and studied the current density distribution in each tissue layer when the muscles electrical conductivity was changed under different frequencies. Although some works have reported on the effects of the weak IBC electrical signal on the human body, few of them used the electromagnetic safety guidelines to evaluate the effects of IBC signals acting on the body. This is therefore an open issue which needs to be analyzed in greater detail.
Modeling of IBC Channels.
Unlike the empirical approximations usually used in the design of IBC prototypes, mainly based on the optimization of different parameters such as data rate, consumption, position, and size of the electrodes, IBC models contribute to the design process as well as to the understanding of transmission mechanisms through biological tissues. Since IBC emerged as a promising alternative for the development of WBANs, several approaches to the modeling of the human body as a communication channel have been proposed in the literature, which can be grouped in three fundamental categories: body channel Wireless Communications and Mobile Computing 7 electric circuit models, electromagnetic models, and physical models based on phantoms. In this subsection, the main contributions made in the literature regarding these three modeling approaches are reviewed and compared.
Body Channel Electric Circuit Models.
In this respect, the main proposals of channel models in IBC have been directed to the definition of both lumped [24, 30, 33, 36, 38, 130, 131] and distributed parameters circuit diagrams [18, 35, 37, 40, 132] . These models easily and intuitively incorporate some of the electrical characteristics of the different tissues, such as tissue resistivity and capacitive properties, as well as their dependence on frequency, thus helping obtain simple analytical expressions for both attenuation and dispersion through the human body. In addition, the distributedparameter circuit models also allow the analysis of a key parameter in IBC communication such as channel length.
Since the first model proposed by Zimmerman in [5] , considerable advances have been made and circuit models have become increasingly more detailed. The model proposed by Zimmerman for capacitive coupling consisted of a simplified lumped circuit diagram in which the human body was represented as a single node, respectively, coupled with the transmitter, receiver, and ground plane through eight capacitive impedances. The signal path in this diagram is therefore established between the signal electrode of the transmitter and the receiver signal electrode, passing through the node that models the human body. This model emulated the capacitive couplings arising at this modality but did not consider the resistive properties of the human body. The model later proposed by Partridge et al. in [32] was based on Zimmerman's one-node circuit model, to which some other resistance parameters were added to emulate the resistive losses in the signal path through the human body. A more detailed model was proposed by Hachisuka et al. in [33] , consisting of a four-terminal circuit model formed by six impedances, two impedances in the longitudinal path between TX and RX electrodes, two transverse impedances between electrodes of the same pair, and two other crossed impedances. Applying this model to simulate the signal transmission by the arm in the range from 1 to 1000 kHz, it was found that the gain increased considerably if the ground electrodes of the transmitter and the receiver were not placed directly on the skin but slightly separated from it. Subsequently, Wegmueller et al. improved this model by including the effect of the electrode coupling impedance to the skin, thus obtaining a four-terminal circuit model with ten impedances [24] for a galvanic IBC system between 10 kHz and 1 MHz. This model was then developed by considering some of the bioelectric properties of cell membranes and Cole-Cole frequency-dependent dielectric properties for skin and muscle [30] . This type of circuit structure was later broadened by Song et al. [36] by adding the input impedance of the receiver device and the output resistance of the signal generator, with a total of twelve impedances. In order to emulate the attenuation through different signal paths, the torso and limbs were modeled as multilayer tissue cylinders, thus calculating the equivalent impedances according to the area and dielectric properties of the tissues considered.
More detailed circuit diagrams have later been proposed by Kibret et al. in [38] , where a circuit model was reported for galvanic coupling which emulates current flow through a set of fourteen impedances modeling different layers of tissue such as skin, fat, and muscle, both in the longitudinal and in the transverse paths. A work by Swaminathan et al. in [130] proposes a lumped circuit model to simulate the galvanic IBC transmission in both on-body and in-body links from 100 kHz to 1 MHz. The proposed model contains six impedances that account for the longitudinal transmission across each individual tissue (skin, fat, muscle, and bone), four transverse impedances emulating the current flow from one tissue to another, and four impedances that simulate the electrode-skin contact. Some of the simulated results were validated with ex vivo experiments on porcine tissue, which showed a similar adjustment with maximum deviations of 7.5 dB over several hours. Among the conclusions derived from the work, the authors highlighted a possible difference of up to 30 dB in attenuation due to the variability of tissue properties, as well as a significant improvement in channel gain when both the TX and RX devices were placed in the muscle, rather than in the skin.
Alternatively, some authors have also proposed distributed-parameter circuit models for IBC transmission. A distributed model based on the cascade of basic RC cells allows the influence of the separation between TX and RX electrodes to be analyzed. In [35] , Cho et al. introduced a circuit model formed by the cascade of distributed RC blocks simulating the trunk and the arms together with a coupling capacitance to the external ground. The frequency range of study was from 100 kHz to 150 MHz. The simulations showed a behavior of the human body as a high pass filter below 4 MHz. However, as frequency increased, the deviations between experimental results and simulations became significant, especially at greater distances. In [37] , Callejón et al. proposed a distributed circuit scheme based on a transmission line model using infinite periodic structures. This model was formed by the cascade of basic electric cells along a longitudinal axis between TX and RX electrodes. The objective of this type of structure is to study the influence of an admittance that is repeated in the transmission path of a signal. This admittance modeled electrophysiological properties of the skin; in particular, a conductance simulated the conductive pathways, sweat glands, and ionic channels of the cell membranes, and a susceptance emulated the insulating behavior of the keratinized cells of stratum corneum. An improved model was later proposed in [132] , obtaining a relationship between the propagation constant of the medium, in this case the skin, with different transverse impedances depending on the coupling type. This way, the same model was adapted to the study of both galvanic and capacitive techniques. Pereira et al. proposed in [18] a circuit diagram for capacitive coupling considering the effect of the cables and devices used in the measurements, which introduce nonlinearities and parasitic effects that can significantly affect body attenuation. The complete scheme consisted of a distributed-parameter circuit model emulating both the intrinsic path through tissues, formed by the cascade of RC cells emulating the current pathways through the arm, chest, and torso; and a lumped One key parameter in IBC is the human body attenuation. In the computational studies addressed in the literature, factors such as the influence of the geometry and the dielectric properties of living tissues have been investigated, together with the optimal configuration of the electrodes to achieve a higher signal level at the RX site. One of the first computational studies was presented by Fujii et al. in [41] , where a human arm was simulated as a parallelepiped with dielectric characteristics equal to those of muscle tissue at a frequency of 10 MHz using FDTD technique. They found that if the TX ground electrode was in contact with the skin, the electric field in the RX site was strengthened. However, if the ground electrode of the RX was in contact with the skin, the received signal level decreased. The same authors later presented in [42] a high resolution FDTD model of two Japanese adults, of both sexes, with which they studied the electrical field distribution in different areas of the body and mainly through the arm, where they found that most of the electric field was confined. The model proposed by Hwang et al. in [43] presented a U-shaped geometry to emulate the two arms and shoulders, formed by the superposition of five tissue layers (skin, fat, muscle, and cortical and cancellous bone). The signal losses were simulated in a total of five frequencies between 10 and 50 MHz considering several configurations with and without a second ground electrode attached to the arm. The results showed that it was not necessary to place the transmitter ground electrode in contact with the skin for transmission distances along the arm smaller than 15 cm. In fact, the device's consumption decreased with this configuration. However, for longer distances, the ground electrode was placed in contact with the subject's skin to improve channel gain. Wegmueller et al. presented a 3D FEM cylindrical model of the arm conformed by the five previously mentioned layers, with which the influence of the channel length, the size of the electrodes, and the effect of the joints were studied [34] . Their simulations showed the feasibility of IBC communication in galvanic mode at distances of 5, 10, and 15 cm. They found that an increase of 5 cm in channel length caused an increase of up to 9 dB in attenuation. They also obtained an increase in attenuation of up to 8 dB due to joints. A similar cylindrical FEM model was developed by Lučev et al. in [128] , analyzing the current distribution through the human arm at three different frequencies (100 kHz, 1 MHz, and 10 MHz). The ratio between the capacitive and the resistive current components and the influence of parameters such as skin moisture and electrode size were also studied. At these frequencies, it was seen that most of the current density flows through the muscle tissue and that this increased with frequency, skin moisture, and electrode size. Other authors have also considered the influence of trunk and limbs on their computational models. In [19] , Xu et al. proposed a FEM model of the human body for capacitive coupling in which the trunk was modeled as a parallelepiped and the limbs as a cylinder formed by several concentric tissue layers. The channel showed a high pass response through the capacitive return path. A study presented in [46] by Song et al. proposed a FEM model of the whole human body for galvanic coupling, presenting the distribution of electric potential in different body areas for ten frequencies in the range from 10 kHz to 5 MHz. The human body was represented as a set of cylinders to emulate the head, neck, limbs, and torso. These cylinders were formed by four layers of tissues comprising skin, fat, muscle, and bone. Different signal paths were studied by placing the electrodes in different positions along the same arm, from the arm to the torso, from the arm to the head, and so on. One of the conclusions drawn by the authors is that the separation between electrodes does not have a great effect on channel attenuation from 10 to 100 kHz, starting to take on relevance from 500 kHz to 5 MHz. In addition, they concluded that the muscle has no great influence on the distribution of the electric potential, which is mainly confined in the upper layers, that is, skin and fat. Callejón et al. proposed in [9] a FEM model (see Figure 7 ) of the human arm formed by a multilayer cylindrical geometry composed of five concentric tissues such as skin, fat, muscle, and cortical and cancellous bone. The study covered a wide range of frequencies between 1 kHz and 100 MHz. In order to emulate the properties of permittivity and conductivity of human tissues in this band, four-dispersion Cole-Cole models were considered. The simulations comprised results of the bioimpedance of the arm, the electric field distribution both inside the tissues and on the external surface near them, and the distribution and the percentage of current flowing through each tissue as a function of variables such as frequency, channel length, and interelectrode distance. Figure 8 shows simulated results obtained with this model. In addition, simulations of specific body attenuation as a function of these two last variables were obtained, which were validated with experimental measurements. The results showed that the attenuation in the galvanic IBC mode is strongly dependent on channel length, increasing up to 20 dB for increments in distance of 5 cm. It was also found that attenuation is dependent on the transverse length between electrodes of the same pair, obtaining better levels of received signal by considering longer interelectrode distances. Similar computational models have later been proposed to analyze the effect of the parasitic return path [131] , the influence of environmental noise [133] and real experimental conditions [134] , the differences between surface-to-surface and implanted communications [130] , and the use of noncontact electrodes at the transmitter [131] . A hybrid model considering both electrostatic circuit analysis and FEM model simulations has been proposed in [50] by Park et al. to analyze different parameters of HBC channel such as the external coupling characteristics between the environment and the electrodes as well as the transmission performance obtained with different experimental setups comprising VNAs and miniaturized batterypowered wearable transceivers. Recently, in [135] , a cylinder numerical model based on that reported in [9] has been used to perform a parametric computational study of different key IBC parameters such as the electrode-skin impedance, the transmitted signal based either on a voltage or an electric current excitation mode, the influence of anthropometrical characteristics such as arm diameter and tissue thicknesses, and the influence of bioelectric properties such as muscle conductivity and tissue anisotropy.
The main proposals for the EM theoretical modeling of IBC communication are based on the definition of basic geometries such as the cylinder and the plane, in which Maxwell's equations can be solved analytically. For example, in [136, 137] , Gao et al. studied the electric current through the arm for a model based on a cylindrical geometry of 30 cm of length and 5 cm of diameter for galvanic coupling. A crosssectional plane of this cylinder formed by two homocentric mediums with different conductivity properties, respectively, representing the muscle and the skin, was considered. The frequency of work was lower than 200 kHz, which is the reason why the permittivity was considered negligible. It was assumed that there was no source of charge inside the section and that conductivity was constant in the frequency range studied, in such a way that the formulation of the problem was reduced to Laplace's equation by quasi-static approximation. The distribution of current density seemed to be concentrated around the electrodes. A later approximation was proposed by the same authors by adding a layer of bone tissue, showing lower influence on signal transmission. In [138] , Pun et al. improved this initial model presenting a 3D cylindrical multilayer model emulating the channel attenuation in the human arm. In [47] , Haga et al. proposed the resolution of a problem of boundary conditions for the electrical potential in the human body, modeled as a conductor with losses by assuming the quasi-static approach. The authors then proposed an equivalent electric circuit whose parameter values were derived from the MoM. Finally, this approach was validated with an FDTD computational model based on a rectangular geometry emulating the human arm. Bae et al. presented in [17] an approximation to the theoretical analysis of IBC communication by means of surface waves considering three components: the near-field electrostatic, the inductive, and the far field components, depending on the frequency and channel length. The study was based on the Norton method for propagation on flat earth, with channel dimensions adapted to those of the body limbs. The same authors in [48] use the same model applied to the study of different electrode configurations, both in a horizontal and in a vertical position with respect to the longitudinal axis of the human arm. In this way, they obtained a theoretical expression for the transmission gain of a total of nine possible configurations. In [49] , Teshome et al. proposed an analytical EM model for IBC galvanic-coupled implanted systems. They analytically solve Maxwell's equations under quasi-static assumptions by applying Lamé's functions in an ellipsoidal geometry emulating different parts of the body such as head, torso, and limbs. They use the model proposed to analyze the influence of diverse factors in the IBC implanted channel link, such as the effect of frequency, implant size, electrode separation, and tissue conductivity.
Phantom Models.
For the study of the propagation and the effect of electromagnetic fields on the human body, the authors have used experimental prototypes based on liquid and/or solid containers with dielectric properties similar to those of body tissues. These prototypes are called phantoms. The substances more commonly used are water and sodium chloride to model the interstitial fluid and other chemical compounds such as agar for membrane tissues. Fujii et al. proposed in [42] a solid phantom to emulate the human arm by means of a rectangular parallelepiped with a relative permittivity of 81 and a conductivity of 0.062 S/m, similar to those of the muscle at 10 MHz. Although the relative permittivity reported by Gabriel et al. for the muscle at that frequency is 170.73, the authors found that the signal received in both cases (using the phantom and the human arm) was approximately the same. The reason for using a phantom with a lower permittivity is the difficulty to find body phantoms capable of emulating tissues with high relative permittivity. Wegmueller et al. presented in [51] an ellipsoidal phantom for the simulation of a cross-section of the torso, filled with a muscle simulating fluid called MSL27. This liquid had the property of presenting the same conductivity as the muscle at 27 MHz. Gao et al. proposed an experimental setup in [136] based on a circular phantom formed by two homocentric sections filled with two different substances: water with a certain sodium solution and agar. This phantom modeled a transverse slice of the arm, with 30 cm of diameter and 1 mm of thickness. Agar was used to emulate the skin and a saline solution accounted for the interstitial fluid and muscle. The results of the voltage and current distribution in 1 MHz 100 kHz 10 kHz 1 kHz Figure 8 : Normalized current density distribution in dB units through a cross-sectional plane of a cylinder emulating the human arm tissues, for an injected current of 1 mA at four different frequencies of 1 kHz, 10 kHz, 100 kHz, and 1 MHz. Simulated results derived from model in [9] . the phantom fitted the results obtained with the theoretical model proposed in the same work in a frequency close to 200 kHz. Later, the same authors in [139] proposed a phantom consisting of a semicylindrical container formed by two homocentric layers composed of different chemical compounds emulating the skin and muscle. Recently, in [52] , Callejón et al. proposed a circuital phantom for the study of the influence of the experimental setup on the IBC measurement. In this way, they considered a simplified circuit of four terminals to emulate the flow of the longitudinal and transverse current pathways through tissues in galvanic coupling. The circuit phantom was designed to simulate the bioimpedance and the attenuation of the arm, previously obtained by the authors using a FEM model in [9] . In this way, the phantom circuit was a simple and direct way to perform different tests with different experimental setups, avoiding the inherent uncertainty associated with the human body itself and the difficulty of reproducing identical conditions between different experimental sessions. In [49] , Teshome et al. developed a homogeneous aqueous muscle tissue phantom at a frequency of 13.56 MHz to corroborate the simulated results derived from both an analytical and an FDTD model to study the effects of different key parameters in IBC galvanic implanted systems. Table 4 summarizes some of the IBC models described in the previous subsections, according to diverse characteristics such as the modeling approach, type of coupling, and frequency range. An efficient use of the human body as a transmission medium entails the understanding of the underlying signal transmission properties through living tissues. However, this is not a straightforward task. Each modeling approach has advantages and disadvantages, making a trade-off between accuracy and complexity necessary. The simplicity of the electric circuit body models in order to obtain useful analytic expressions for body attenuation justifies their use to guide the design of IBC transceivers and systems. Compared with numerical models, which usually present high computational cost, the electric circuit body models offer a compromise between [7] formed by eight capacitances to emulate the capacitive couplings between the body and the external ground, models have evolved towards complex RC networks emulating different tissue layers at both longitudinal and transversal directions [38] [39] [40] , thus taking into account the frequency-dependent dielectric properties of tissues [34, 46] , the cross-impedances between TX and RX electrodes [33] , the output and input resistance of the TX and RX device [36] , and so forth. Electromagnetic models, both analytic and computational approaches, have attracted more and more the attention of IBC researchers giving rise to a variety of models ranging from simple geometries such as plane, cylinder, and parallelepiped, which emulate parts of the body such as limbs and trunk [9, 41, 46] , to models based on the anatomy of the arm and the whole human body [42, 50] . However, there is still a lack of simple analytic expressions that can be used to systematically and accurately guide the design process. Theoretical models easily allow the understanding of basic principles of signal transmission through human tissues, but the simple geometries considered such as plane and cylinder only represent a first approximation to a phenomenon where the effects of a complex anatomy can be the cause of the discrepancy observed between experimental and simulated results. However, the necessity of considering more complex geometries implies the use of numerical methods such as FDTD and FEM. These allow complex anatomy and anthropometrical characteristics to be analyzed, at the expense of time, computational cost, and a high amount of data. Furthermore, it must be said that computational models are difficult to reproduce, since they usually depend on the simulation characteristics and the numerical approach adopted.
Comparison and Discussion.
Physical models based on phantoms of the human body allow experimental measurements to be carried out without temporal or physical limitation, in scenarios where experimentation with living beings would be highly invasive. In addition, they can be implemented in a relatively simple way, choosing the appropriate substances and liquids to model the body tissues of interest. On the other hand, the main limitation they present is associated with the difficulty to find liquids or substances that emulate the electrical properties of human tissues in a wide range of frequencies. Therefore, these models are partial and not very versatile for multifrequency studies.
In this subsection we have discussed and compared the different modeling approaches presented in the literature, concluding that each of them has its own characteristics and range. Possibly, future advances in IBC modeling will require a combination of them: a first electromagnetic theoretical model to obtain closed analytic expressions that contribute to knowledge, along with a second more complex computational model that helps quantify the deviations and the percentage of error with respect to the first, as well as the influence of the complex anatomy of the human body. Finally, and based on these two proposals, a circuit model is usually the most common approach to obtain basic rules for the design of IBC transceivers. In addition, it is worth highlighting the fact that the resolution method is highly dependent on the application that is going to be developed. Thus, the IBC applications based on galvanic and capacitive coupling at low frequencies can be analyzed by means of circuital models that allow the voltage and electric current magnitude to be determined at both TX and RX sites. In this case, the signal is electrically coupled to the human body, and the radiation component is practically nonexistent. These are IBC applications at low frequencies in which the signal is transmitted and received by means of electrodes placed on or very close to the body and the quasi-static approximation is still valid. However, as frequency increases, propagation begins to occur through surface waves and the electrode is relegated by the "electrode-antenna" concept, making an analysis of the propagation with more detailed electromagnetic models necessary.
Measurement Issues
This section comprises some of the more relevant measurement issues in IBC field, respectively, electrodes and body coupling issues, the main experimental setups proposed in the literature to characterize the human body channel, the study of the influence of the anthropometric characteristics and movement of the users, and the main sources of artifacts and noise in IBC.
Electrodes and Body Coupling
Issues. The electrodes in IBC are analogous to antennas in airborne wireless communication systems [140] . This is why they play a very important role in IBC communication. Several authors have studied the influence of their properties on channel attenuation [38, 77] . In fact, it has been found that the electrodes represent a source of uncertainty in the measure, since they present highly variable properties, such as the dispersion shown in its impedance values, as well as noise and adhesion problems [135] . Different results have been obtained by researchers, depending on whether they apply galvanic or capacitive coupling.
In galvanic coupling, electrodes provide an electrochemical interface between the IBC transceiver and the human body, both at the TX and at the RX sites. Hachisuka et al. [62] studied the influence of the size of square electrodes, from 10 to 50 mm length. In the frequency region near 10 MHz, they found a maximum in gain for 25-mm × 25-mm square electrodes, showing that the gain decreased for larger or smaller sizes. This may be due to a decrease in the electrode capacitance as it becomes smaller and an increase in current leakage between electrodes of the same pair as they become larger. Other authors have studied the influence of electrode-skin contact. According to [141] , the contact impedance between the electrode and the body is independent of the type of metal (aluminium, copper, bronze, brass, stainless steel, nickel silver, and silver/silver chloride (Ag/AgCl)). The results of Callejón et al. [29] comparing different types of electrodes (pregelled Ag/AgCl, aluminium, and copper) confirmed that the electrode material does not bear too much influence on IBC performance whenever a conductor is used. However, Ag/AgCl electrodes proved to have better performance even though their active area is the smallest, which could be explained by the fact that they are pregelled, thereby enhancing both the conductive properties and the adherence to the skin. In fact, because of the gel, the electrode-skin impedance is lower than that of the rest of electrodes, and, therefore, a greater current is injected for the same voltage, causing higher signal levels to be received. They also observed that pregelled electrodes were more robust against movement artifacts. According to Kibret et al. [142] , the increase in gain at high frequency can be due to the decrease of the skin impedance, dominated at lower frequencies by a strongly resistive stratum corneum. The impedances of other components, like muscle and fat, are approximately constant in the frequency range from 100 kHz to 10 MHz. Okamoto et al. examined four types of electrodes: a stainless-steel electrode, a titanium electrode, and a dry and a pregelled Ag/AgCl electrode. Their results suggest that electrodes showing lower electrode-skin resistance properties improve IBC transmission. Regarding the interelectrode distance (between the signal and ground electrodes), several values have been analyzed in the literature, from 1.4-cm to 7-cm [10, 46, 52, 82, 95, 143, 144] . A distance of 9-cm was chosen in the galvanic coupling experiments carried out by Callejón et al. [132] , since it was found that the longer this distance is, the lower the attenuation results are.
In capacitive coupling, different configurations of electrodes have been analyzed. In [10] , two configurations of capacitive electrodes were compared, with only the signal electrode in direct contact with the skin (see Figure 9) , although other electrodes configurations can also been considered [11] (see Figure 10 ). In this coupling mode, the received signal is affected by the orientation of the transmitter with respect to the receiver, the size and type of the electrodes, the distance of ground electrodes to the external ground, and the surrounding environment [145] . Callejón et al. [29] evaluated different types of signal electrodes (pregelled Ag/AgCl, aluminium, and copper) and their influence on the signal attenuation. The results showed a similar trend with frequency. However, copper electrodes showed better performance up to 60 MHz, and, specifically, a difference of 10 dB in magnitude level was found. Three different electrode types were tested in [146] , with minimal influence on the measurement results: bare copper electrodes without a conductive paste, copper electrodes with a conductive paste, and standard self-adhesive Ag/AgCl electrodes with the conductive paste. The size of the electrodes has also been studied in capacitive coupling. According to Zhao et al. [147] , the attenuation decreases when the ground electrode is larger but is not affected by the size of the signal electrode when it contacts the body directly. In the same direction are the results obtained by Callejón et al. [29] . They evaluated different sizes of the ground electrode (3-cm × 3-cm, 4-cm × 4-cm, and 7-cm × 7-cm), finding that the greater the size of the ground electrode, the greater the signal received [29] . Using a large ground plane or a special electrode for the return path loop is advantageous to enhance the signal-tonoise ratio (SNR) of the received signal [35] . However, this goes against the miniaturization of a communication device, which means that a trade-off must be sought. Since a large ground plane is difficult to implement on the body channel transceiver, it is useful to find a lower limit on the plane size. Cho et al. [35] proposed an empirical formula for the minimum ground size. Notice that the ground electrode is usually connected to the ground level of the electrical circuit [42] . Besides, greater distance between the signal electrode and the ground electrode reduces the capacitance between them and induces more energy in the body [147] .
Additionally, some adjustments can be made to the electrodes to optimize the communication performance. In Ohishi et al. [148] , capacitive electrodes are enhanced by inductance coils so that the resonance frequency is equal to the IBC frequency when the electrodes are close to human body surface. Impedance-matching networks at the transmitter output and the receiver input can also increase the transmission performance in capacitive coupling [12, 40] (see Figure 11 ).
Galvanic and capacitive coupling performance has also been compared from the point of view of the electrodes. Alshehab et al. [141] investigated the optimal configuration by considering inclusion and exclusion of a ground electrode touching the skin, different sizes of electrodes, ground circuit board, and the distance between the signal electrode and the circuit board. They concluded that the best configuration, in terms of the lowest path loss, was composed of only signal electrode touching the skin (round copper plate with 2-cm of diameter) and a 10-cm × 5-cm ground circuit board at a distance of 1.5-cm from the signal electrode. Similar results were obtained by Ruiz et al. [149] and Grilec et al. [70] . However, according to [47] , the signal quality is raised up by attaching both the signal and the ground electrodes to the human body, so the electric field and the received voltage can be enhanced. Fujii et al. [42] concluded that existence of the ground electrode can be quite effective in transmitting the signal because it enables the impedance matching between the signal generator and the human body [42] . In both capacitive coupling and galvanic coupling, it has been shown that the attenuation of the body channel can be much lower than that of the air channel in frequencies up to 100 MHz [68, 150] (below 84 MHz according to Seyedi and Lai [151] ). In galvanic coupling the received signal has less dependence on the environment [145] . On the other hand, the results of Hachisuka et al. [33] indicate that capacitive coupling is more suitable for high-speed IBC devices than galvanic coupling. The same results were found in [152] .
In summary, there is no uniformity in the use of electrodes for IBC systems and varied sizes and materials have been proposed. Copper has been used as the electrode material in many studies because of its good conductivity [141] : 25-mm × 25-mm [153] , 3-cm × 3-cm [132] , 2-cm × 2-cm [20, 40, 152, 154, 155] , 6-cm × 8-cm [156] , or circular with a radius of 10-mm [36] . Stainless-steel electrodes of 5-mm × 15-mm was employed in [157] . Asogwa et al. used [143] selfadhesive silver/silver-chloride electrodes (Ag/AgCl) because they are designed for both research and clinical use, contain hypoallergenic gel, can be used for two hours of measurement, and reduce the effects of motion artifacts. The same electrode type was employed in [16, 24, 27, 68, 95, 142, 152, 158] .
Measurement Issues and Experimental Characterization.
The experimental characterization of the human body as a communication channel has been shown to be strongly dependent on the environmental conditions and measurement methods under which the experiments are performed, leading to important deviations between results reported by some authors and others, thus not allowing a formal comparison to be drawn. There is also a heterogeneous set of proposals to address different technical issues, for example, various strategies for the isolation of the internal ground from electronic equipment, differential signaling, electrodeskin impedance matching, and so forth, giving rise to a wide variety of experimental schemes and measurement setups. Likewise, the reported measurements have been made using a wide variety of electrodes of different shapes, materials, and sizes, as highlighted in Section 3.1. With respect to the body areas studied, most of the published results have been obtained in the human arm, with some works also reporting measurements in other parts of the body such as legs, back, torso, and head [153, 159] . Regarding operating frequencies, there is no consensus about the optimum frequency band for IBC communication in its two main categories of galvanic and capacitive coupling, in such a way that there is no common design methodology for IBC transceivers, which often present different operating frequencies. On the other hand, it is also worth noting that the IBC channel depends on the electrophysiological and anthropometric properties of the subjects under study. In fact, there is an implicit dependence on the body position and movements of the subject, which makes the measurement process even more difficult, leading to variations throughout different experimental sessions. The experimental setups proposed in the literature have been developed to perform measurements to analyze key issues such as optimal frequency bands, electrode type, channel length, and interelectrode distance, as well as different body parts and postures of the subject.
On the other hand, it must also be noticed that there is an important source of discrepancy in IBC measurements which has not sufficiently been studied in the literature and is in turn related to the effects produced by the electronic devices and experimental conditions. Thus, experimental schemes using different equipment such as oscilloscopes and signal generators, spectrum analyzers [48, 160] , and vector network analyzers (VNA) [161] , as well as customized transceivers, have been used interchangeably [144, 162] . Recently, in [50] , an exhaustive study about optimal measurement configuration for HBC channel characterization using miniaturized battery-powered transceivers has been reported by Park et al. In addition, another important issue in the characterization of IBC channels is the determination and quantification of environmental noise, as modeled in [133] . It is therefore necessary to harmonize and clarify the proposed setups and measurement procedures to establish an experimental methodology that allows the characteristics of the IBC channel to be identified in a systematic and accurate way. Accordingly, some technical aspects that need to be studied with greater detail are those that relate, on the one hand, to the isolation of the internal ground of the measurement circuits, which are often parasitically coupled to the experimental scheme, giving rise to configurations that do not correspond to real capacitive and galvanic schemes, and, on the other hand, to the mismatching of the internal impedances of the equipment and that of the skin-electrode impedance [163] . Regarding this issue, an important source of disparity might be due to the input resistance of the measuring devices and transceivers used. In the literature, devices with input resistances of 1 MΩ and 50 Ω [29, 38, 139] have been considered indistinctly. In the specific case of galvanic coupling, the impedance seen before and after the measuring device is that of the electrode-skin interface, which is frequency dependent [9, 38, 140, 164, 165] . Therefore, the use of electronic equipment with input resistances of 50 Ω may not be an optimal option since an impedance mismatch with respect to that shown by the skin could exist, therefore leading to lower values of received signal and channel gain. Figure 12 shows a set of attenuation measurements performed to the same subject with the same experimental conditions by varying the measurement devices used at both TX and RX sites. The discrepancy due to the use of one setup to another is highlighted.
Influence of Anthropometric Characteristics and Position
Issues. In IBC communication many overlapping physical mechanisms occur at the same time, making channel characterization and measurements a challenging task. Besides different measurement setups and IBC coupling approaches, described in previous sections, anthropometric characteristics and body positions of test subjects have been suggested as the main causes of the differences between the measurement results found in the literature [29, 38, 146, 166] .
Hachisuka et al. analyzed optimal placement of proprietary capacitive IBC transmitters and receivers for different body positions and distances [33] . The two-electrode arrangement, in which only the signal electrode is attached to the body, was found to be 20 dB better in the kilohertz band than the four-electrode arrangement in which all four electrodes are in contact with the body. In [65] authors experimentally characterized the body-coupled (i.e., intrabody) communication channel using a specifically designed measurement system in the frequency range from 100 kHz to 60 MHz. They showed that the maximum propagation loss for the whole body channel was below 80 dB. The frequency dispersion and the influence of body movement on channel attenuation were shown to be much smaller than that for RF wireless body area network channels. They performed measurements on a test subject while sitting on a chair, standing, walking through the room, and standing while moving the right arm up and down. The measured body movements were shown to result in only small variations in channel attenuation, and the maximum observed standard deviation was 2.5 dB. In [167] the authors proposed a statistical model for the intrabody propagation channel based on experimental data while the user was both still and walking, in terms of most fitting probability density function. In [24, 34, 93 ] the authors performed measurements on 20 test subjects and showed that the more body activity there is, the better the galvanic coupling is and the more stable the signal transmission become in the frequency range from 10 kHz to 1 MHz, which was also indicated by numerical simulations. Excellent transmission was noticed on thorax, while the extremities and joints lowered the quality of transmission over larger distances. Nie et al. performed in situ characterization of the Human Body Communication (HBC) dynamic propagation channel and investigated the statistical model of the HBC [79] . Measurements were performed using battery-powered equipment (45 MHz carrier signal) in an anechoic RF chamber, on five subjects, and 33 scenarios. They demonstrated that the HBC fading channel is motion-insensitive by means of intensive in vivo experiments and proposed a three-state Fritchman model to describe the burst feature of the HBC channels. Later, using the same equipment, measurements were performed in five real environments for random body motions: in a conference hall, laboratory, grove, playground, and an anechoic chamber [80] . The received power for nine HBC channels was acquired, and analyzed statistically. HBC demonstrated stable propagation as well as small standard deviation and small range of the received power in all investigated environments. They confirmed that the HBC link is almost insensitive to body motions as well as that the environments tested exerted little influence on HBC propagation channels.
A comprehensive study of the capacitive IBC channel for static and dynamic body positions was performed by Lučev et al. [10, 28, 146, 152] . During the in vivo measurements of IBC transmission characteristics for static body positions [10, 146, 152] , different test subjects were asked to maintain a predefined position during the measurement. Meanwhile, the overall geometrical parameters and the return signal path did not change for a specific measurement session. During the measurements of the IBC transmission characteristics for dynamic body positions [28, 146] , the subjects under test were asked to move according to the predefined protocol, thus changing the overall system geometry, which affected the return signal path. Preliminary measurements [10] undertaken in an anechoic chamber on four persons in a single still position for five transmitter-receiver distances (4, 16, 28, 36, and 120 cm) were expanded in [146] , where measurements on 11 test subjects were performed for four body positions and three types of movements. Despite variations in body proportions and anatomical structures, the results obtained on different subjects for the same test condition were comparable to each other and differed less than 1.5 dB up to around 10 MHz [146] . In [28] the results were further quantitatively examined and it was shown that up to 10 MHz variations in the gain among different test subjects and the variations caused by different body positions and movements are comparable and change the gain up to around 5 dB for a given transmitter-receiver distance. For frequencies around 40 MHz this change increases up to around 20 dB, mainly influenced by the body geometry. Finally, the same findings were confirmed in time-domain measurements on 10 test subjects [152] .
Limb joint effects on IBC communication were extensively studied by Seyedi et al. [27, 151, 168] . In [27, 168] , the effects of the joint presence and joint angle (45 ∘ , 90 ∘ , 135 ∘ , and 180 ∘ ) on the IBC were studied. It was concluded that the increase in attenuation was proportional to the angle between the forearm and upper arm and the minimum attenuation occurred in the range 80-100 MHz for capacitive coupling. When the joint angle changed from 45 ∘ to 180 ∘ the maximum attenuation difference was 4.2 dB and 4.7 dB in the capacitive coupling and galvanic coupling methods, respectively. As expected, capacitive coupling was more sensitive to limb joint position, but galvanic coupling was more dependent on body composition (intrasubject variability). In [151] , the study was extended to include an elbow and knee joint, at 20 cm transmitter-receiver distance, and similar conclusions were drawn. For the capacitive coupling, the minimum attenuation was observed at around 57.4 MHz and the differences between joint and no-joint conditions at this frequency were 2.1 dB and 1.5 dB for the elbow and knee joints, respectively. For the galvanic coupling, the minimum attenuation was found at 40-51 MHz frequency range, at which the presence of joints led to around 2.0 dB higher propagation loss compared to that without joints in the signal path. In summary, it was shown that capacitive coupling is more susceptible to body movement (particularly in the upper limbs) at frequencies less than 50 MHz, but less susceptible when deployed on the lower limbs. Above this frequency, signal attenuation is more influenced by the environment and it is less dependent on human body composition, indicating that the signal is less coupled through the body. Influence of body positions and movements on both galvanic and capacitive IBC was also investigated by Callejón et al. in [29] . Galvanic coupling analysis was performed using a signal generator, an oscilloscope, and a pair of balun transformers, in the frequency range from 10 kHz to 2 MHz. The galvanic coupling results obtained for three different positions of the same subject (sitting, standing, and walking) were approximately identical, highlighting that neither the position nor the movements of the subject have much influence on IBC galvanic coupling performance; the distance between the floating ground electrodes and the floor was carefully monitored and set between 15 cm and 135 cm. The measured attenuation was better when the subject was sitting compared to standing or walking, due to the difference in distance between the ground electrode and the external ground plane: the lower this distance is, the better the signal values are. Measurements of galvanic coupling IBC channel on 7 subjects were performed by Gao et al. in [169, 170] . It was shown that the thicker forearms had lower attenuation, which indicates that the main path of the IBC signals was muscle. The most stable results were obtained in the 20-50 kHz frequency band.
Dependence of signal propagation loss on several poses in capacitive IBC was analyzed by Yokota et al. in [171] . Proprietary hardware based on electrical-to-optical probe [56] and 6.75 MHz frequency signals were used for testing several body positions and poses (raising an arm, extending arms forward, opening the arms, and standing on one leg). The signal losses on the torso were within ±2 dB, but the difference between signal loss on the sides and fronts of the arms was approximately 9 dB. Similarly, gain fluctuations due to the different poses were 4 dB or less, except for the extending hands forward position (13 dB for the down-link and 16 dB for the up-link). Consequently, they concluded that the best positions for the wearable TX are around the navel or in pants pockets, and wearing them on the arms should be avoided.
As an alternative for measuring influence of body positions and movements on the capacitive IBC, Kazim et al. developed full-wave electromagnetic (EM) models which realistically analyze capacitive body channel communication (BCC), that is, the interaction of capacitive coupler, the human body, and the environment all together [172] . Models were validated with the measurement results of the Philips group [65] and evaluated for numerical uncertainties (boundary conditions, mesh cells) and human body variation uncertainties (12% for dielectric properties and 17% for thicknesses of skin, fat, muscle, and bone layers of the body model) independently. The propagation loss for twenty different body positions in the midfrequency range of 1 MHz to 60 MHz with communication distances of 53, 102, 116, 135, and 155 cm was simulated. The simulation results showed that the vertical coupler configuration (one electrode on the skin, another in the air) is less susceptible to physiological variations of underlying tissues compared to the horizontal coupler configuration (both electrodes on the skin). It was shown that the propagation loss in the arm-torso-arm region is the lowest when arms are not touching the torso region irrespective of the distance. Developed methodology has been used in [173] to estimate the two-port complex path impedance matrix [ ] of a capacitive BCC channel in 10 body positions and calculate input and output impedances of a channel, which proved to be capacitive in nature. Therefore, the resistive matching below 1000 Ω and inductive matching between 0.5 H and 5 H either on the transmitter or on the receiver side is sufficient for maximum power transfer in a capacitive IBC system. The experiments to evaluate the effect of human limb gestures on galvanic coupling IBC channel were carried by Chen et al. in [174] . IBC channels included upper arm, thigh, elbow joint, and knee joint channels. For the upper extremity channels, different elbow joint angles (i.e., 180 ∘ , 135 ∘ , 90 ∘ , and 45 ∘ ) and hand conditions (i.e., empty-handed, loading with dumbbell, and gripping a force transducer) were considered. For the lower extremity, different knee joint angles (i.e., 180 ∘ , 135 ∘ , and 90 ∘ ) were evaluated. The experiment results show that channel gain is significantly influenced by the joint angle (i.e., gain variation 1.09-11.70 dB, < 0.014). The extension of the channel, as well as the appearance of joint in IBC channel, increases the channel attenuation. The hand loading, gripping force, and muscle fatigue have negligible effect (gain variation < 0.77 dB; > 0.793) on human limb IBC channel. Moreover, the change of joint angle on human limb IBC channel causes significant variation in bit error rate (BER) performance. This is explained by the fact that, in galvanic coupling IBC channel, the majority of electric current is conveyed by muscle tissue (larger than 90% for frequency lower than 1 MHz). When the elbow joint flexes (angle decrease), the muscle performs the concentric contraction, and the length of muscle, as well as the channel length, is shortened significantly, resulting in lower channel attenuation. For hand loading or gripping force, the muscle performs the isometric contraction, and the reduction of muscle length is negligible, so that is the change of the channel attenuation. The contribution of the ground loop through the floor in a capacitive IBC system was evaluated by Sasaki et al. in [175] . The received signal strength was measured for two cases: two subjects shaking hands and a subject touching an off-body receiver placed on a stand. Each of the subjects wore a battery-powered transmitter or a receiver on their wrist, and a 10.7 MHz signal was generated. The measured variation of the signal attenuation was approximately 40 dB depending on which hand the subject used to shake hands or to touch the offbody receiver, while the variation caused by the different floor types (carpet-covered metal floor, concrete floor, hardwood floor, and wooden chair to be above the floor) was less than 5 dB.
In summary, since in the galvanic coupling the signal is confined to the human body, for the same measuring setup the communication is mainly influenced by the anthropometrical and bioelectric properties of a subject, that is, intersubject variability [29, 151, 170] . For example, for IBC units placed on the arm these characteristics are arm diameter, tissue thicknesses (such as skin, fat, and muscle), tissue anisotropy, presence of joints in the communication channel, and so on [29, 38, 93, 174] . In the capacitive coupling approach, body positions and movements of the subject, as well as change of the environment, can lead to different measurement results for the same setup, while the influence of the anthropometrical characteristics on the transmission are almost negligible [28, 29, 38, 146, 151] . This is because in the capacitive intrabody approach the signal transmission path is closed through the human body, and the return signal path is closed capacitively through the environment [29, 176] . The return signal path is always the path with the lowest impedance between the receiver and transmitter electrodes. It can be closed through an environment, especially if there are metal objects in an immediate vicinity of the IBC system [20, 146] , or it can be closed directly from the receiver to the transmitter if they are in line of sight, near each other. For a fixed position of the transmitter and receiver on the body, the signal transmission path is of constant length, regardless of the actual body position. However, if the body position or the environment conditions change, the capacitive return path can change as well [79, 89] : this means that the body can partially block the capacitive return path, which decreases the channel gain [20] . One of the proposed techniques for compensating a change of the return signal path due to the change of body posture was presented in [89] : by estimating current distance between transmitter and receiver ground electrodes, a capacitance between them is estimated and a digitally controlled tunable inductor is employed to dynamically compensate the signal path change, in order to reduce the capacitive coupling loss. Influence of a different environment was reported for higher transmitterreceiver distances: it was negligible for 20 cm distance in electronic laboratory, classroom, and rugby field [151] , and for distances up to 36 cm in a laboratory and an anechoic chamber [146] , but at 120 cm the gain was up to 10 dB higher in a laboratory than in the anechoic chamber [146] , because the return signal path was coupled through the objects in the vicinity. The distance from electrodes to ground/floor was proved to be an influential factor in [29, 151, 175] : for lower distances, measured gain was up to 5 dB higher. This was shown in measurements for sitting versus standing positions [29] , signal path through the knee versus through an elbow [151] , and standing on a floor versus standing on a wooden chair [175] . Also, in the measurements of the capacitive IBC one of the main influential environmental factors is a stray capacitance between the human body and the environment ground [177] , which acts as a source of a common voltage coupled into the system. Stray capacitance had also been pointed out by different authors as a possible source of error in tetrapolar bioimpedance measurements above 100 kHz [178, 179] . By considering only the capacitive coupling from the body segment between potential electrodes to ground, and assuming common values for electrode and body impedances, the authors in [178] obtained a simplified circuit model that predicts gain and nonlinearity errors at any frequency band and resonance at frequencies above 10 MHz. They observed a frequency-dependent gain error that increased with increasing frequency [178, 180] .
Sources of Artifacts and Noise in IBC.
In galvanic coupling the signal path is formed within the human body and the influence of external interfering signals is negligible [96, 181] . However, since in capacitive coupling the environment is an integral part of the signal path, capacitive IBC signal is highly susceptible to external interference such as from power lines (50 Hz) and other nearby devices [96, 181] . The main cause of the interference signal in an IBC channel is the body antenna effect [98, 107, 182] : the human body exposed to an electromagnetic (EM) field behaves as an antenna with its resonance frequency determined by the wavelength equal to twice the human height. In case that the body is grounded, the resonance wavelength is equal to four times that of the height [98] . The body resonance may occur at different frequencies, depending on various environmental conditions, so the human body operates as a wideband antenna in 40-400 MHz frequency range [98] . The IBC channel is especially affected by interferences below 1 MHz, while for higher frequencies the observed interference level is below −75 dBm [107] . However, in the frequency modulation (FM) band this level may rise to −30 dBm [98, 107] .
Schenk et al. performed interference characterization measurements at different locations in a laboratory using a battery-powered spectrum analyzer [65] . The interference was almost negligible for a subject located in the middle of a room. However, as the subject approached a monitor, a measuring equipment, or a table with metal base, the interference was considerably increased. This was explained by the fact that nearby devices and furniture act as an antenna for sources of interference and in turn couple this to the electrodes/body. Xu et al. studied the influence of an environment and interference from nearby capacitive IBC devices, as well as overall interference over air channel [20] . They used proprietary battery-powered IBC devices with signal electrodes connected to a test subject's wrist (120 cm distance) in the 20-100 MHz frequency range. The influence of the environment was studied with a wall, another person, and an external copper plane close to the test subject. Interference from IBC devices worn by another person or placed on a nearby table were tested for several body positions, and interference coupled through air was studied using only the receiver end, with the transmitter turned off. Generally, the environment does not affect the transmission unless the objects are closely coupled to the transmitter or receiver ground planes. With a closely coupled conductive object, whether grounded or floating, the capacitive channel gain will increase. On the other hand, the strongest measured interference from the capacitive IBC devices placed 80 cm away was only 8 dB smaller than the received signal in the current IBC channel. The air-channel interference inside and outside is generally lower than −120 dBm/Hz in the frequency range from 35 to 88 MHz. Within this band, the capacitive IBC channel interference was mainly coupled from the receiver board. At higher frequencies, the interference was mainly from the FM radio signal and at lower frequencies from indoor electronics. Effect of electromagnetic interference (EMI) on IBC communication was studied by Hwang et al. in [182] . The human subject held the receiver module while touching the electrode during exposure to a general EMI environment at a total of 100 measurement sites in both indoor (office, commercial building, and train/subway station) and outdoor environments. Analysis results showed that the interference signal received at the receiver module was primarily caused by the man-made noise sources. This corruption leads to severe bit-error-rate (BER) degradation of the IBC device. Based on the measurements, the interference model was developed and used in the design of an interference rejection filter placed just after the receiver electrode.
A comprehensive noise analysis for capacitive IBC was reported by researchers from several Japanese institutions [13, 14, 56, 133, 180, [183] [184] [185] . They showed that IBC systems are affected by large common-mode noise from various kinds of electronic equipment in living spaces, such as lighting devices, air conditioners, liquid crystal televisions, and refrigerators [13, 14] . In their measurements they used a battery-powered wearable transmitter generating 6.75 MHz frequency and an AC-driven embedded receiver, which was shown to be very prone to the environmental noise (noise power spectrum with AC power is more than 20 dB larger than that with battery power). A capacitance model of such a system was developed in [185] . Kado et al. showed that packet error rates (PERs) can be reduced by implementing a common-mode choke coil to the embedded receiver [56] . Due to the noise, a parasitic impedance is added to the transmission line, which results in degradation of the transmission line's impedance balance between the signal and the ground line. As the transmission line becomes longer, the differential-mode noise damps, so just a common-mode noise between the earth and the floor ground was recognized as the main noise factor in an IBC system. An effective way of improving impedance balance and reducing common-mode noise in the system was connecting an additional electrode or a compact capacitor to a ground electrode, according to [13, 14] (Figure 13 ). Two types of noise, excluding transceivers noise, are coupled to the embedded receiver [183] : radiated noise via human body [133, 183, 184] and conducted noise via floor ground [180] . Noisy-channel models of a capacitive IBC system with an embedded receiver situated in the vicinity of a wall was investigated by Sasaki et al. in [180] . In a model based on a Wheatstone bridge a virtual voltage noise source, assumed to exist between the wall and floor, emulates the effects of the noise transmitted through the grounding systems (conducted noise). It is found from the model that the noise is suppressed when the Wheatstone bridge is balanced, which can be realized by tuning a variable capacitor in a developed noise-reduction mechanism (NRM) consisting of an auxiliary electrode and a variable capacitor. It was observed that, by tuning the variable capacitor with the NRM, the noise voltages were successfully reduced, while the signal voltages were almost unchanged. As a result, the SNR was increased. Another noise component, radiated noise, was explained in [133, 184] by means of electrostatic analysis based on the method of moments. The proposed circuit model contains a total of 20 parameters, namely, 15 capacitances and 5 equivalent noise sources. It was found that since it is difficult to avoid the radiated noise via the human body, the reduction of noise sources in intrabody communication is mandatory. One of the proposed ways to reduce the common-mode noise measured at the IBC receiver is using an electrical-tooptical (EO) sensor for picking up the received signal [15, 73] (Figure 14) . Thanks to the sensor's extremely high input impedance, the measured electrical noise can be reduced. Moreover, the ground electrode of the EO sensor is electrically isolated from the electronic circuits, thus eliminating the influence of the floating ground potential. As a result, both the noise and the distortion of the receiving signal can be greatly decreased [73] .
IBC Transceivers and Devices
Three fundamental stages of any communication system are transmitter, communication channel, and receiver [176, 186] . A typical IBC transmitter consists of a sensor, an analog-todigital converter (ADC) for analog preprocessing, a modulator, and a coupler with electrodes, adapted to the type of the IBC technique used. Choice of sensors depends on a desired application, that is, sensors of physiological functions for obtaining biomedical signals (like EMG, ECG, and EEG) in medical applications, or cameras and microphones for media devices. A communication channel refers to a physical transmission path between the transmitter and receiver electrodes and comprises a human body and a surrounding environment. Transmitter and receiver electrodes can be connected to the body but can also be left floating, depending on the signal frequency, coupling technique, and application [146, 187, 188] (see Section 3.1). A typical IBC receiver consists of a detector with electrodes, demodulator, signal decoder, and a signal processing unit which provides desired information. Main components of an intrabody communication system are shown in Figure 15 . In some cases, transmitter and receiver units can be embedded in a single IBC transceiver with a common control unit. There is no definite principle for the electronic design of the IBC transceiver units. They should be small and light and have full integration ability and energy efficiency and have the ability to transmit at low power. Therefore, main parameters that need to be considered during the IBC transceiver design are transmitter output power, receiver sensitivity (minimum signal power required to receive data correctly), carrier signal frequency, data rate, modulation method, and communication interface (transmitter output and receiver input comprising both couplers and electrodes) [176, 186] . Transmitter output power should be kept as low as possible due to the health and safety reasons (see Section 2.3) and battery longevity issues, yet high enough in order for signal to be detected by the receiver placed at the desired distance from the transmitter. Carrier signal frequency, data rate, modulation method, and communication interface all depend on the choice of the coupling technique and application.
A general overview and comparison of the design and implementation of IBC transceivers is given in Section 4.1, separately for the IBC systems developed using discrete components (Section 4.1.1) and in CMOS technology (Section 4.1.2). A discussion on modulation techniques and power consumption is presented in Section 4.2.
Design and Implementation of IBC Transceivers.
Several groups from all parts of the world are involved in the development of IBC devices. Various developed IBC systems can be found in the literature, some of which are more oriented to medical applications, while the others are oriented to various nonmedical purposes. The developed systems differ by the coupling method, the coupling amplitude, the chosen frequency range, the signal modulation method, and the achieved data rates [176, 186] .
IBC Systems Developed Using Discrete Components.
In the early days of IBC development, the researchers were mostly concentrated on developing proprietary IBC devices and testing their characteristics and functionality [5, 7, 32, 44, 53, 68, 69, 90, 91, 93, 94, 189] . The concept of Personal Area Networks (PANs) was presented in 1995 by Zimmerman to demonstrate how electronic devices on and near the human body can exchange digital information through near-field electrostatic coupling [7] . Independently of Zimmerman, two galvanic IBC systems were developed: wireless system with very low consumption designed for monitoring the ECG signal by Handa et al. [90] in 1997 and a system for communication with implantable transducers by Lindsey et al. in 1998 [91] . A group from NTT Human Interface Laboratories was focused on connecting electronic devices in everyday life by a simple touch [15, 55, 57] and developed an indoor wireless-like networking and positioning system for connecting portable and wearable devices (home and office appliances) to the network while the user stands or walks on the floor [54, 56, [58] [59] [60] . In biomedical applications field, IBC was employed in various general biomedical systems [66, 67, 70, 71, 85, 86, 95, 96, 190] or specifically for ECG [87, 93, 94] , EMG [68, 69] , and human posture [83, 84] monitoring, as well as for monitoring and controlling artificial hearts and other artificial organs in the body [77, 78] . IBC systems developed for the characterization of IBC channel and human body as a signal transmission medium [19, 20, 33, 41, 61-65, 72-76, 79-82, 88, 89, 93, 94] are mostly built around DDS or FPGA circuits for signal generation at one or in the range of frequencies and for the detection of received signal power at the receiver end.
A comparison between several proprietary capacitive and galvanic IBC systems found in the literature and developed using discrete components is given in Tables 5 and  6 , respectively. The institution and first authors of each system, the amplitude and frequency of carrier signals, the modulation method, the maximum achieved data rate, power consumption, and the proposed application are all provided.
IBC Systems Developed in CMOS Technology.
In parallel to the IBC systems developed using discrete components, application-specific custom designed integrated circuits (ASIC) transceivers implemented in CMOS technology have also been developed by several research groups. A pioneering work on several generations of CMOS-based IBC systems has been performed by a large research group from KAIST (Korea Advanced Institute of Science and Technology). An overview of the IBC transceivers evolution implemented with CMOS technology by the KAIST group can be found in [102, 191] . A first HBC transceiver [97] , based on a wideband signaling (WBS) technique with a directcoupled interface (DCI), was developed in 2006 and used in a prototype wearable audio MP3 player system to play back the digital audio signal transmitted through the wearer's body without any wire [192] . An improved empirical channel model of the human body [35] was used in the design of a transceiver which supports communication between one transmitter and a number of receivers in a network [193] , and the body antenna effect (signal distortion due to the cellular or radio signal absorbed by the body) has been taken into account in IBC design since 2008 [98] . Later, a dualband IBC transceiver integrated with the Medical Implant Communication Service (MICS) circuits, sharing the same front-end, was designed to cover the implantable network communication as well [99] . The transceiver operates in 30-70 MHz band for body channel communication (BCC) and 402-405 MHz band for MICS. Next, more accurate body channel model based on Maxwell's equations [17] was actively used in the design of a high performance energy-efficient transceiver [26, 194] . Based on the channel analysis, the resonance matching and contact impedance sensing (CIS) techniques are proposed to enhance the quality of the body channel. To overcome power and cost issues regarding the use of crystal oscillator, a crystal-less transceiver was implemented [100] by using an injection-locking digitally controlled oscillator (IL-DCO) with autofrequency calibration technique, and a scalable double-FSK modulation scheme with divider-based switching transmitter. In 2013 a worldfirst WBAN transceiver satisfying all of the specifications for IEEE 802.15.6 HBC standard [6] was presented in [101] . Stringent transmitter spectral mask requirement was achieved implementing the driver active-digital-bandpass filter (ADF) without using external components. Addition of a duty cycle control (DCC) to the chip [101] resulted in a new low-power transceiver [102] optimized for the network system operation rather than just the TX circuit operation, like the previous generations of HBC transceivers. It can provide other additional functions including the channel access control with the MAC (Medium Access Control) scheduler, the encryption with the zero delay cipher (ZDC), and the energy detection with the received signal strength indicator (RSSI). Next generation fully IEEE 802.15.6 HBC compatible transceiver [103, 195] was optimized for low power consumption. Most of the described BCC research at KAIST used only the frequency band below 100 MHz and the group was mainly focused on low data rate (<10 Mb/s) healthcare applications [26, [97] [98] [99] [100] [101] [102] [103] [193] [194] [195] . In 2015, a possibility of achieving high data rates for multimedia transfer was investigated [104] [105] [106] and two kinds of BCC transceivers were implemented in a new single chip: a low-energy 40/160 MHz dual-wideband full-duplex BCC transceiver for entertainment applications (ET-mode) and a 13.56 MHz RC oscillator-based superregenerative transceiver for healthcare applications (HC-mode). Also, new body channel measurements corroborated that the body channel bandwidth can be extended up to 200 MHz.
CMOS transceivers were also designed by other research groups, like [107-114, 119-122, 196, 197] . Saadeh et al. presented several chips for binaural hearing aids application that mitigate some or all body channel impairments: interference and signal multipath in [115, 116] , together with variable ground effect and variable skin-electrode impedance in [117, 118] . One of the rare galvanically coupled (GC) IBC receivers was designed by Chen et al. [198] . It is resilient to frequency misalignment for short-distance communication due to the carrier tracking technique. A concept of transmitting IBC signals through a mouse or rat brain was reported and tested in vivo in [199] [200] [201] , while no effect on normal neural activities was noticed.
Detailed performance specifications of the CMOS-based IBC transceivers are listed in Tables 7 and 8 .
IBC Modulation and Power Consumption.
Due to the distinct characteristics of the galvanic and capacitive IBC, different types of modulation and demodulation methods have been utilized in the IBC systems. Zimmerman proposed the first prototype of capacitive coupling IBC in 1995 [7] . Both On-Off Keying (OOK) modulation scheme and direct sequence spread spectrum (DSSS) were investigated in this preliminary design. Despite the accuracy of the results achieved from DSSS, the OOK scheme was selected due to its simple hardware and implementation. The achieved data rate and power consumption were 2.4 kb/s and 333 mW, respectively, in the first OOK-IBC method proposed in [7] . In 2006, Ruiz and Shimamoto [202] evaluated various digital modulations in the IBC system. The achieved results from their experiments demonstrated that the most suitable modulation schemes for IBC were binary phaseshift keying (BPSK) as well as minimum shift keying (MSK) [202] . However, all experiments were carried out in the frequency range of 200-600 MHz. The wideband signaling (WBS) communication technique was used to implement the capacitive coupled IBC system by Song et al. in 2007 [97] . This method distributes the non-return-to-zero (NRZ) digital data through the body channel without utilizing any signal modulation block. The implementation and fabrication of the transceiver in such a system is of less complexity compared to the methods that are employed in the modulation schemes. Biomedical applications [95, 96] 24
Wireless Communications and Mobile Computing Yet, according to a recent study on the capacitive coupling, the WBS was introduced as the most reliable technique in IBC system [122] . In this study, the proposed WBS-IBC system obtained data rates up to 5 Mb/s, which are the most satisfactory results among the nonmodulation capacitive coupling IBC systems [122] . However, the direct voltage or power transmission through the body might lead to hazard and body damage and it is therefore not suitable for the IBC medical applications. Recently, the Impulse Radio (IR) technique was employed to develop an electrocardiogram (ECG) with capacitive coupling IBC [87] . In the IR technique, short pulses using either OOK or pulse position modulation (PPM) scheme are propagated through the communication channel. The possibility of designing a low power consumption, high data rate, and short-distance communication system is fulfilled while using the IR technique. Wang et al. [87] used an OOK modulation scheme for designing a capacitive coupling IBC transmitter and receiver for the ECG applications. The system performance showed a data rate of [24, 34, 203] . During their IBC transceiver design, both FSK and BPSK were used as digital modulation schemes. By employing the BPSK the achieved data rate reached 64 kb/s which was higher compared to the first designed galvanic IBC, that is, 4.8 kb/s. However, the overall power consumption of the proposed IBC system was 726 mW. Chen et al. [204] investigated the performance of the three different modulation schemes including BPSK, QPSK, and 8PSK during the galvanic coupling IBC. The authors focused on the BER performance while the carrier frequency of transmitted signal was 500 kHz. The achieved results from both theoretical and simulation results indicated desirable performance for QPSK compared to BPSK or 8PSK. The lowest BER with higher bandwidth efficiency and data rate was obtained by QPSK within the body channel length of 11 cm. The satisfactory results achieved through the IR technique led Seyedi et al. [96] to employ the IR-PPM scheme in order to design the galvanic coupling IBC transmitter. The propagated baseband signal through the human body channel was modulated using PPM. The achieved results indicate a higher energy efficiency around 1.28 nJ/b compared to Wegmueller's proposed transmitter, that is, 457 nJ/b. Recently, the body channel characteristics such as path loss were examined by employing both 4-and 8-PPM schemes [95] . The assessment of both bit error rate (BER) and SNR shows better outcome for the 8-PPM scheme compared to 4-PPM and it is a suitable choice for the galvanic IBC.
IBC Applications and Systems
In this section an overview of IBC applications and systems is presented. The first part of the section shows some practical 
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, Systems, and Applications. Generally, the IBC system applications could be divided into two main categories: biomedical applications and nonbiomedical applications (see Figure 16 ). The IBC biomedical applications are used to communicate healthcare information among subjects and clinical experts. Yet, nonbiomedical applications of IBC are employed for information communications without clinical purposes. The initial IBC proposed by Zimmerman was used for a nonbiomedical application when he designed a personal area network (PAN) prototype [7] . The prototype was used to exchange the electronic business card information by shaking hands by means of the proposed IBC system. In the PAN, the wireline communication was replaced by the human tissues and the signals were propagated through the body itself. Based on the positions of IBC devices on the body, intrabody communication systems can be divided into two large groups: (1) at least two IBC devices are constantly on, in, or near the same user and (2) one IBC device is worn by the user, and the other is on a different user or embedded in an environment. First group of possible applications include, but is not limited to, continuous physiological signal monitoring (IBC devices can be on or implanted in the human body) or continuous data transmission (like data, audio, and video streaming). In the second group the communication is established when the user touches or comes very close to the other IBC device, as in data exchange between two users during the handshake or user identification at the IBC gateway.
The features of IBC such as being interference-free, energy efficiency, antenna-less transmission, and high security have introduced IBC as a communications support technology in emerging biomedical applications. Several studies have investigated using the IBC technique in medicine [186] . Hachisuka et al. [63] successfully measured the heart rate as well as a person's oxygen saturation (SpO 2 ) using IBC technique. However, their system suffered from the lower data rate, that is, 9.6 kb/s, compared to the newer IBC systems. In 2009, due to the appropriate results of IBC, the galvanic coupling of IBC technology was employed in the wireless implant communications [51] . In this study, Wegmueller et al. carried out the phantom measurements using miniaturized IBC transceiver pills [51] . Although the achieved results verified the performance of the proposed IBC system, the results were obtained from the homogeneous phantom medium rather than the multilayer body issue. Recently, some in vivo experiments were carried out on a pig body to examine the use of IBC technique in biomedical implant applications [82] . In this study, five electrodes were utilized including one implanted transmitter and four surface receiver electrodes. The authors investigated the influence of various electrodes on the channel gain. The channel length varied from 280 to 850 mm. The results indicated that the electrode type effects on the channel gain could be neglected using IBC technique.
Another application of IBC communication technology is the human area networking system called RedTacton developed by Nippon Telegraph and Telephone Corporation (NTT) [205] . This system uses the skin surface to communicate data with the rate up to 10 Mb/s. RedTacton provides highly secure data propagation through the body channel just by shaking the nearby person's hand or touching the electronic devices around the body such as printers. The features of RedTacton could be also led to new trends in employing IBC in daily life such as the security and E-payment applications. Song et al. [192] proposed a novel digital wearable audio player system by applying the capacitive coupling IBC approach. In their system, the audio signal communicates between the audio player and the earset receiver through the user's skin when the user touches the backside single electrode of the audio player. The reported data rate of the transceiver was 2 Mb/s while the system power consumption was around 5 mW. According to Song et al. [192] , not only does the IBC-based audio player system indicate the higher energy efficiency but also the better audio quality is achieved compared with the Bluetooth technique.
In the image-guided brain surgery, the real-time display of a tracked instrument is possible through navigation technology. Nowadays, electromagnetic tracking (EMT) devices are the most common technology used for position tracking [206] . Electromagnetic sensors are utilized in these systems to collect the position of the tracked surgical instrument by cable. The replacement of these sensors by wireless ones could lead to data transmission outside the body using the IBC technique.
A new concept of wireless transmission of neural signals within the brain, called intrabrain communication (IBCOM), was presented by Al-Ashmouny et al. [199] . In this work, two miniaturized IBCOM chips were designed and tested in vivo on a rat's brain, with no effect on normal neural activities. Transmission distance, limited by the size of the rat's brain, was 15 mm. Similar research on wireless image data transmission through a mouse's brain was reported in [200] and called wireless intrabrain communication (WIBCOM) method. Another demonstration of wireless data transmission through a mouse's brain by intrabody communication employed an implantable microsized image sensor [201] .
Intrabody nanonetworks bring together the concepts of intrabody communications and nanotechnologies for application in new treatment and diagnostic techniques [207] . Research in this field mainly focuses on the study of the terahertz band as well as the investigation of new nanoantennas based on nanomaterials [208] . The miniaturization of a conventional antenna to meet the size requirements of a nanosensor results in very high resonance frequencies, in the order of several hundred terahertz [209] . One of the applications of intrabody nanonetworks has been the monitoring of the human nervous system. Communication with nanomachines implanted in the living human brain has already been used in the treatment for drug-resistant epilepsy [210] . In [211] , a nanoscale stimulator device called synaptic nanomachine (SnM) was presented, which had effects on the synchronization of neurons and their oscillatory behaviors. These effects are the basis of cognitive and behavioral functions, such as brain learning and plasticity. In addition, the results presented in [212] focus on the design of appropriate stimuli to evoke the desired synaptic modifications in terms of strengthening and weakening. On the other hand, the authors of [213] proposed the use of natural neurons as elements of access to biosensors and bioactuators implanted at nanoscale.
IBC for Implanted Systems.
Implanted sensors can be used to continuously measure relevant physiological parameters, paving the way to novel approaches for health monitoring and care delivery [214] . Implanted miniaturized devices could enable efficient healthcare and clinical applications, such as monitoring, diagnosis, and treatment [76, 155] .
Currently, medical implants use narrow band technology with a carrier frequency at the MICS band between 402 and 405 MHz [215] . Inductive coupling and radio frequency (RF) telemetry are frequently used for implanted communications [216] . However, one of the main drawbacks for achieving an efficient communication link between implanted devices is posed by the fact that human body is primarily composed by water, a medium through which RF electromagnetic waves do not propagate well, even at relatively low frequencies [217] . The design of antennas for medical implants is very challenging due to the small size, low power, biocompatibility [215] , and safety requirements [49] , among others.
This way, IBC has often been proposed in the literature to overcome some of these issues. Compared with other communication methods, implanted IBC has the main advantage of low transmission power through the use of miniaturized electrodes [75] . Therefore, IBC is less susceptible to eavesdropping and provides higher security to implanted devices [218] . Because of the nonconductive nature of the free space outside the surface of the skin, the signal is confined within the human body making it an inherently secure communication channel [49] . It must be noticed that patient safety must be ensured and induced currents should not cause nerve stimulation and not interfere with body signals in the operating frequency range [24] . Therefore, signals at frequencies below 10 kHz have to be avoided.
Due to the inherent difficulty of implant experimentation, physical models and simulation approaches are common methods in research studies. Wegmueller et al. [34] used MSL27 liquid in their experiments to emulate muscle tissue and securely characterize implanted IBC transmission in the thorax. A galvanic transmission system for a pacemaker and an implanted pill were evaluated in a series of in vitro experiments according to this method [51] . Simulation results for implanted sensors at 60-mm deep from the body surface predicted 35 dB and 50 dB signal attenuation for galvanic coupling and RF techniques, respectively [186] . The floating electrode in capacitive coupling makes its implementation in implantable devices challenging [174] . Li et al. [76] proposed an implantable intrabody communication system based on capacitive coupling (see Figure 17) . They found that the signal attenuation decreased as the interelectrode distance increased from 5 to 9 cm [82] . It has also been reported that the signal attenuation decreases with the increase of the height between the body and the ground up to a certain value from which it remains approximately constant [76] . Another approach is the one proposed by Anderson and Sodini in [16] (see Figure 18 ), integrating the internal conductive tissues of the body as active elements in the capacitive coupling. This technique was experimentally validated in the frequency range between 10 MHz and 150 MHz.
A major problem when dealing with implants is the possibility of rejection. This issue was analyzed by Okamoto et al. considering two different implanted electrodes such as platiniridium (diameter of 0.3 mm and length of 15 mm) and titanium mesh electrodes [77] . The titanium mesh electrodes showed improved transmission performance together with excellent histocompatibility properties [219] . Energy efficiency has also been analyzed in the context of IBC implants. Sun et al. [220] implemented a surface implant transmitter with x-shaped electrodes to improve current flow, thus reducing energy consumption. The transmission performance in a multihop scenario can be enhanced if the implants are placed in the boundary of different tissue layers exhibiting different reflection coefficients [221] . The power consumption has been reduced to only 10.8-mW for a medical implant transceiver, as it was reported in [20] .
IBC implanted systems have been applied to ECG monitoring [90] , wireless intrabrain communication [186] , or monitoring of artificial organs inside the body [78] ; however, its expectation of use is increasing due to the numerous advantages that this communication method offers. Moreover, the recent advances in micro-nano-technology are enabling a new generation of nanoscale implantable devices inside the human body [222, 223] to detect specific molecules in vivo, and IBC technique can play an important role in this regard.
Nanoscale Intrabody Communication.
Most of the successful medical devices for physiological signs detection (e.g., blood pressure, photoplethysmogram, electrocardiography, and electromyography) are placed on the body surface or near it [223] . With the rapid development of nanotechnology, such as graphene or metamaterials, the implementation of nanoscale implantable sensors for the specific molecules in vivo became possible [224] . The nanosensors may be implanted into the organs, detecting specific symptoms or virus and forwarding the sensing data to the router node in body [225] . However, so far, researchers have paid more attention to the biophysical or biochemical abilities of these implantable nanosensors. Communication techniques are urgently needed inside the body for these nanosensors to enable the coordinated sensing and actuation of biochemical implants, to extract information about deep tissues and cells, and to export it through an external gateway out the body for further processing.
Intrabody Molecular Communication.
Several communication paradigms are considered for intrabody communications in nanoscale. The most promising one is the intrabody molecular communications (MC), which employs molecules to encode, transmit, and receive the chemical or physical information within the biological scope and exchange it with the electrical or information scope of the nanonetworks [226] . MC inspired by the communication among natural living entities, has the advantages of efficiency and safety in nature. Although it has the ability to transfer information over long ranges (nm-m), the speed of MC is considerably slow when the range between transceivers is longer than a few m [224] . However, from an engineering perspective, how to control, modify, or reengineer the transmission of information in the natural solutions is one of the major challenges. Fortunately, engineers have recently started to analyze several different possibilities to realize MC systems. Author of [227] derived the systems-theoretic models for a diffusion-based molecular communication system design based on biological circuits. Authors of [228] proposed a new artificial molecular network architecture and employed flagellated bacteria and catalytic nanomotors as the carrier to transport the encoded DNA sequences between transmitter and receivers. Authors of [226] depicted the single-input single-output (SISO) intrabody communication between two neurons, and the multi-input single-output (MISO) synaptic communication channel. Authors of [229] investigated the transmitting rate per spike at the neuron and how to enhance the rate compared to SISO channel. A multipleaccess channel model was shown in [224] , which mainly consisted of four stages to determine the communication performance.
Intrabody Communication within THz
Band. The terahertz (THz) band can be the potential communication solution in the future electromagnetic (EM) nanosensors. A 3D numerical model is set up in [230] to investigate the EM channel characteristics, including the path loss and noise level at THz frequencies which propagated within the different human tissues. The results showed that the THz channel attenuation versus distance was dramatically lower than the molecular situation. Then the channel capacity was studied to emphasize the possibility of applying intrabody THz communication systems for nanonetworks. At a distance of millimeters, the capacity can reach 100 Terabits per second (Tbps) depending on the different transmitted signal. In addition, due to the very limited capability of nanosensors, they must have simple communication and simple medium sharing mechanism. Based on On-Off Keying (OOK) protocol and Time Division Multiple Access (TDMA) framework in the THz, [225] proposed a conceptual nanonetwork model, which assumed hexagonal cell-based nanosensors deployed in cylindrical shape 3D hexagonal pole. Data transmission efficiency, for the various combinations of transmission methods, exploiting hybrid, direct, and multihop methods was analyzed in this work.
Future Challenges of IBC
From the original concept originally proposed by Zimmerman in 1996, intrabody communication has developed for more than two decades. Till now, the researchers have paid more attention to the electrical field model with analytical or numerical methods, distributed circuit model with ColeCole parameters, transceiver design and applications, in vivo and phantom experiments, and so forth. There have been important advances not only in the understanding of the bioelectric mechanism underlying IBC communication, but also in the design of more sophisticated prototypes. However, there are still some important scientific and technical challenges remaining for the successful deployment of IBC technology, such as the effect of long-term use in the human body, communication optimization through more realistic and personalized anatomical models, the study of the influence of both anthropometric characteristics and the subject's movement on the transmission performance, standardization of communications, and implementation of miniaturized and energy-efficient transceivers. IBC research has been focused on the transmission of low-rate biomedical data (ECG, blood pressure, or pulse oximetry). However, the future IBC implanted sensors will require higher data rates. For example, it has been estimated that an endoscopic capsule will generate data at a rate of 2 Mbps while neural recording will need a sampling frequency in the range of MHz [231] . This remains a technical challenge for IBC researchers and designers. In addition, new IBC applications may further develop along with modern medical and health technologies, such as nanomaterials, biochemical reaction, and flexible electronics.
Implantable medicine is still an immature area, which has the potential to synthesize all these technologies together. The implanted nanosensors can gather various specific signals less invasively from organ, tissue, neuron, and even cell level. Once IBC transceivers with the nanoscale are designed to set up the nanonetworks, these nanosensors can exchange information with each other to intelligently control the release of molecular structures or certain biochemical compounds or even to stimulate certain neurons in the body. Hypothesizing, such information will be then transmitted to the wearable device outside the body which can be connected to a public network for healthcare professionals to assess, diagnose, and prevent diseases or issues at very early stage. Firstly, the fundamental work is to build the physical model in the nanoscale. The model may not be limited to the electrical scope but even combine physiological and biochemical principles in order to comprehensively clarify the mechanism for the information communication. Secondary, the nanosensors with bioelectronics interface, which can translate information from the biochemical domain to the electronics domain for simple signal processing, encoding, and translating using the IBC method, should be synthesized and realized by the nanotechnology, flexible electronics, and integrated circuit with mixed signal. In addition, how to harvest energy for the nanosensors is another key issue. Another alternative approach is to make use of the IBC weak electrical signal from the wearable device attached on the skin to charge the sensors between the biological environment and the external world. These novel approaches may open the door to an immense range of applications in medicine. Finally, the advances in the field of nanoimplantable devices will require an extensive effort in the definition of new MAC layer protocols enabling communication between implantable sensors and nanonetworks.
Acronyms AC: Alternating current ADC: Analog-to-digital converter ADF: Active-digital filter ASIC: Application-specific custom designed integrated circuits
